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Welcome to ADMIN WELCOME

Upheaval

2021: The year of job and location change

Well, 2020 was certainly a wild ride wasn’t it? | hope you, your family, and your circle of friends are all safe,
employed, and healthy. Even if you are employed, I'm predicting that 2021 will be a year of change for a lot of
you and for myself. One significant thing that 2020 taught is that we can work from anywhere. Remote work
is possible and should be embraced as the next phase of system administration career mobility.

If you've worked as a system administrator for any length of time, you realize that a well-defined career ladder
doesn’t really exist. | hope that statement didn’t come as a shocking surprise to you. Many of the sys admin jobs
I've held over the past 20+ years don’t even have a job description attached to them. | can’t count the number
of job descriptions I've written for myself and other sys admins, only to realize that it was a purely administra-
tive effort. In other words, no one will ever read, refer to, or access the descriptions except to see that they exist.
Such is the life of a sys admin. | don’t mean to depress you or bemoan a good career choice. My purpose is to let
you know that there is hope on the horizon.

Some of us have known for years that remote work is possible and that it's also a valuable asset for employers.
Personally, | started working from home two days per week in 2001. My employer at the time insisted that we
work remotely so that we could become more mobile and so that the company could possibly downsize their real
estate footprint. It worked. Some companies still haven’t caught on to the 20-year-old trend of remote work.

The biggest problem with remote work is discipline. Some people don’t have the discipline to do it well. It takes
getting used to. Really the only differences between remote work and going to an office are the commute and
your proximity to other people. | find little value in either. | love working at home, from a hotel room, or from
the comfort of a rented condo at the beach. I'm not sure there’s any real advantage to going into an office on

a regular basis. Let me put it plainly: If your employer doesn’t see the value of remote work

and you have the technology to allow it, then you should seek employment else-

where. That's what | did. My previous employer didn’t want anyone in IT to
work remotely, even though we had the capability. | got busy and found
an employer that operates in the 21st century.

I've heard all the arguments on both sides of the topic and

none convince me that going into an office should be a re-
quirement for those of us who (1) don’t need to interact di-

rectly with other people (users or customers), (2) are just as
efficient from a remote location, and (3) work hours outside

of 8:00am to 5:00pm. | like to work remotely. | have fewer |
distractions at home, which | understand is not the case for |
everyone, but it works for me. | also don’t always want to |
work regular office hours. My most efficient work times |
are early in the morning and then in the evenings. I still log

more than the customary eight hours per day, so my em-

ployer should never feel slighted or overcharged. For me,

remote work is the best benefit | could request, and it's

the most valued of any perk I've received.

Frankly, | stayed at one job for 16 years because of a

remote work option. When they brought us back into

an office, | found a different job — one that was remote
friendly. My next job was not remote friendly. | didn't stay
long. I'm now at a very remote-friendly company, and I'm
happy. I'm also relocating to the East Coast from the Midwest,
which also makes me happy.

I suggest that you evaluate what you want from your career and your life. If physical mobility is what you're af-
ter, then find a position that allows it. If career mobility is your goal, you might have to reconsider your selection
of a job in IT. For me, 2021 is going to be a year of transitions — transitions away from things, people, and places
that | don't like to those | do.

Ken Hess ® ADMIN Senior Editor
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Resources

[1]1 Clonezilla: [https://clonezilla.org]

[2] About: [https://clonezilla.org/clonezilla-live.php]

[3] 2.7.0-10 release: [https://sourceforge.net/p/clonezilla/news/1

[4] FAQs: [https://drbl.org/fag/]
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[https://clonezilla.org/downloads/download.php?branch=stable]
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News for Admir}s

Tech News

Native Edge Computing Comes to Red Hat Enterprise Linux

With the latest release of Red Hat Enterprise Linux (RHEL) and OpenShift, it has become even
easier for businesses to add edge deployment to existing infrastructure.

With this release, Red Hat has attempted to refine the definitions of Edge computing. To this,
Nicolas Barcet, Red Hat Senior Directory Technology Strategy, says “Edge is not just one thing,
it’s multiple things, multiple layers.” Barcet continues, “A single customer use case may have
up to five layers of edge-related infrastructure, going from the IoT device all the way to the ag-
gregation data centers.” Barcet concludes with, “What we need to offer as a software infrastruc-
ture provider is all the components to build according to the topology that
the customer wants for that use case.”

To address those components, Red Hat identified three basic edge
architectures:

e Far edge - single server locations with limited connectivity

¢ Closer edge - factory, branch, or remote store with reliable con-
nectivity and multiple servers

¢ Central edge - a regional data center that can control far and closer
edge infrastructures

RHEL 8.3 (released in November) includes tools like Image Builder, to ad-
dress building custom images (based on RHEL) for the Far Edge, worker nodes for the Closer Edge,
and OpenShift with an added management layer for the Central Edge. But the most important
feature found in RHEL 8.3 is the Red Hat Advanced Cluster Management tool, which provides the
ability to manage a fleet of OpenShift clusters.

For more information about RHEL 8.3, read the official release notes (https://access.redhat.com/docu-
mentation/en-us/red_hat_enterprise_linux/8/htm|/8.3_release_notes/index).

IBM/Red Hat Deals Crushing Blow to Cent0S

In a move that can be best summed up with a gaping mouth, IBM/Red Hat has announced it is
ending CentOS 8 and shifting all releases of the server operating system to the Stream edition.

What is CentOS Stream, you ask? It’s a rolling release edition of the popular server platform.
What is a rolling release? Instead of the traditional yearly major and minor releases, rolling releases
are continuously updated, so all software (from the kernel to the userspace software) is always up
to date.

For many, this means instability can be introduced to the system. For an operating system known
for its rock-solid stability, the shift to a rolling release could mean disaster.

But it’s not just the update process that has many a Linux admin up in arms. To date, Cen-
tOS has been downstream of RHEL, which meant it included most of the features added to the
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enterprise-grade operating system. CentOS Stream, however, will be downstream of Fedora, so
it will not benefit from anything added to RHEL.

CentOS 8 admins will have until some point in 2021 to decide if they want to continue on with
CentOS Stream or find another platform.

To read more on this, check out Red Hat’s official take on the shift (https://www.redhat.com/en/blog/
centos-stream-building-innovative-future-enterprise-linux).

Linux Kernel 5.10 Is Ready for Release

For a while, Linus Torvalds was concerned about the size of changes for the Linux 5.10 release.
However, with the release of the rc6 candidate, that worry has subsided. To this point, Torvalds
said, “..at least this week isn’t unusually bigger than normal - it’s a pretty
normal rc6 stat-wise. So unless we have some big surprising left-overs
coming up, I think we’re in good shape.”

Torvalds continued to say, “That vidtv driver shows up very clearly in the
patch stats too, but other than that it all looks very normal: mostly driver
updates (even ignoring the vidtv ones), with the usual smattering of small
fixes elsewhere - architecture code, networking, some filesystem stuff."

As far as what’s to be expected in the kernel, there are two issues that
have been around for some time that are finally being either given the boot
or improved.

The first is the removal of the set_fs() feature, which checks whether
a copy of the user space actually goes to either the user space or to the
kernel. Back in 2010, it was discovered that this feature could be used to
overwrite and give permission to arbitrary kernel memory allocations. The
bug was fixed, but the feature remained. Since then, however, manufac-
turers improved the management of memory so that on most architecture
memory space overloads have been banned.

Another improvement is the continued work to address the 2038 issue
(a bug that has been known for some time regarding time encoding). On
POSIX systems, time is calculated based on seconds elapsed since Janu-
ary 1, 1970. As more time passes, the number to represent a date increases. By the year 2038, it is
believed 32-bit systems will no longer function. As of the 5.6 release, those systems could pass the
year 2038. The 5.10 release improves on that reliability.

Released in mid-December 2020, Linux Kernel 5.10 offers filesystem and storage optimiza-
tions, as well as support for even more hardware.

For more information on the release, check out this message (https://Iwn.net/Articles/838514/) from
Linus himself.

Canonical Launches Curated Container Images

Any admin that has deployed containers understands how important security is for business. The
problem with containers is that it’s often hard to know if an image is safe to use, especially when
you’re pulling random images from the likes of Docker Hub. You never know if you’re going to pull
down an image that contains vulnerabilities or malware.

That’s why Canonical has decided to publish the long-term support (LTS) Docker Image Portfolio
to Docker Hub. This portfolio comes with up to 10 years of Extended Security Maintenance from
Canonical. In response, Mark Lewis, Canonical VP of Application Services, has stated, “LTS Images
are built on trusted infrastructure, in a secure environment, with guarantees of stable security up-
dates.” Lewis continued, “They offer a new level of container provenance and assurance to organi-
zations making the shift to container based operations.”

This means that Canonical has joined Docker Hub as a Docker Verified Publisher to ensure that
hardened Ubuntu images will be available for software supply chains and multicloud development.

For anyone looking to download images, they can be viewed on the official Ubuntu Docker page
(https://hub.docker.com/_fubuntu) or pulled with a command like docker pull ubuntu.

For more information about this joint venture, check out the official Docker announcement
(https://www.docker.com/blog/canonical-joins-docker-verified-publisher-program/) .
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BUFFER\
ZONL

Container technology security is not well defined. We look at several approaches to closing this security gap
with hypervisors and buffer zones. sy udo seidel

Containers have become an almost
omnipresent component in modern
IT. The associated ecosystem is grow-
ing and making both application and
integration ever easier. For some,
containers are the next evolutionary
step in virtual machines: They launch
faster, are more flexible, and make
better use of available resources.

One question remains unanswered:
Are containers as secure as virtual
machines? In this article, I first briefly
describe the current status quo. After-
ward, I provide insight into different
approaches of eliminating security

Application

Container

cgroups
. hamespaces
capabilities

Host Kernel

Figure 1: Simplified schematic structure of
containers.
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concerns. The considerations are
limited to Linux as the underlying op-
erating system, but this is not a real
restriction, because the container eco-
system on Linux is more diverse than
on its competitors.

How Secure?

Only the specifics of container secu-
rity are investigated here. Exploiting
an SQL vulnerability in a database or
a vulnerability in a web server is not
considered. Classic virtual machines
serve as the measure of all things.
The question is: Do containers of-

fer the same kind of security? More
precisely: Do containers offer com-
parable or even superior isolation of
individual instances from each other?
How vulnerable is the host to attack
by the services running on it?

A short review of the basic functional-
ity of containers is essential (Figure 1).
Control groups and namespaces pro-
vided by the operating system kernel
serve as fundamental components,
along with some processes and access
permissions assigned by the kernel.
One major security challenge with
containers immediately becomes
apparent: A user who manages to
break out of an instance goes directly
to the operating system kernel - or
at least dangerously close to it. The

villain is thus in an environment
that has comprehensive, far-reaching
rights. Additionally, one kernel
usually serves several container
instances. In case of a successful at-
tack, everyone is at risk.

The obvious countermeasure is to
prevent such an outbreak, but that is
easier said than done. The year 2019
alone saw two serious security vul-
nerabilities [1] [2]. Fortunately, this
was not the case in 2020. However,
this tranquility might be deceptive:
The operating system kernel is a com-
plex construct with many system calls
and internal communication chan-
nels. Experience shows that undesir-
able side effects or even errors occur
time and again. Sometimes these re-
main undiscovered for years. Is there
no way to improve container security?
Is trusting the hard work of the devel-
oper community the only way?

New Approach: Buffer Zone

The scenario just described is based
on a certain assumption or way of
thinking: It is important to prevent
breakouts from the container in-
stance, although this is only one
possible aspect of container security.
Avoiding breakouts protects the un-
derlying operating system kernel. Is
there another way to achieve this? Is

WWW.ADMIN-MAGAZINE.COM
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cgroups
.. hamespaces
capabilities

Host Kernel

Figure 2: A buffer zone secures the
containers.

it possibly okay just to mitigate the
damage after such an breakout?

This approach is not at all new in IT.
One well-known example comes from
the field of networks, when securing
a website with an application and da-
tabase. A buffer zone, known as the
demilitarized zone (DMZ) [3], has
long been established here. The strat-
egy can also be applied to containers
(Figure 2).

In the three following approaches
for this buffer zone, the essential

Container Security with a DMZ

difference is how “thick” or “exten-
sive” it is.

Kata Containers

The first approach borrows heavily from
classical virtualization with a hypervi-
sor. One prominent representative is
the Kata Containers [4] project, which
has been active since 2017. Its sponsor
is the Open Infrastructure Foundation,
which many probably still know as
the OpenStack Foundation [5].
However, the roots of Kata Containers
go back further than 2017, and the
project brings together efforts from
Intel and the Hyper.sh secure con-
tainer hosting service: Clear Contain-
ers [6] or runV [7]. Kata Containers
use a type II hypervisor with a lean
Linux as the buffer zone (Figure 3). In
the first versions, a somewhat leaner
version of Qemu [8] was used; newer
versions support the Firecracker [9]
microhypervisor by AWS.

When this article was written, the
Kata Containers project had just re-
leased a new version that reduced

the number of components needed.
In Figure 3, you can see a proxy
process, which is completely missing
from the current version. Moreover,
only a single shim process is now
running for all container instances.
The real highlight, however, is not
the use of Qemu and

Application

Kata Agent

£

b

Kata Kernel

E l ™ "Only in Version 1.x

the like, but integra-
tion with container
management tools.
In other words:
Starting, interacting
with, and stopping
container instances
should work like
conventional con-
tainers. The Kata
approach uses two
processes for this

Hypervisor

The first, Kata Shim,

4 7
vitio |8
- 7 ity

|
' purpose.
|
|

is an extension of the
standardized shim

[Kato shim k= [

Host Kernel

into the container
world. It is the part
of the bridge that

reaches into the vir-

Figure 3: The schematic structure of Kata Containers.
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tual machine. There,

process number two, the Kata agent,
takes over, running as a normal pro-
cess within the virtual instance. In
the standard installation, this role is
handled by a lean operating system
by Intel named Clear Linux [10],
which gives the kernel of the underly-
ing operating system double protec-
tion: through the kernel of the guest
operating system and through the
virtualization layer.

Another benefit is great compatibility.
In principle, any application that can
be virtualized should work; the same
can be said for existing container im-
ages. There were no surprises in the
laboratory tests. The use of known
technologies also facilitates problem
analysis and troubleshooting.

Hypervisor Buffer
Disadvantages

Increased security with extensive
compatibility also comes at a price.
On the one hand is the heavier
demand on hardware resources: A
virtualization process has to run

for each container instance. On the
other hand, the underlying software
requires maintenance and provides
an additional attack vector, which
is why Kata Containers prevents
having a slimmed down version of
Qemu. Speaking of maintenance,
the guest operating system also has
to be up to date. At the very least,
critical bugs and vulnerabilities
need to be addressed.

All in all, increased container secu-
rity results in a larger attack surface
on the host side and a significant
increase in administrative overhead.
To alleviate this problem, you could
switch to microhypervisors, but again
the question of compatibility arises.
Ultimately, your decision should de-
pend on the implementation of the
microhypervisor. To gain practical ex-
perience, you can run Kata Containers
with the Firecracker virtual machine
manager (Listing 1) [11].

Behind the Scenes

An installation of Kata Containers
comprises a number of components
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Listing 1: Kata and Firecracker

on one that is al-

$ docker run --runtime=kata-fc -itd --name=kata-fc busybox sh
d78bde26f 1d2c5dfc147cbbB489a54cf2e85094735f8fB4cdf 3echad826de8c9

$ pstree|grep -e container -e kata

|-containerd-+-containerd-shim-+-firecracker---2*[{firecracker}]

| |-kata-shim---7*[{kata-shim}]
| | “-10*[{containerd-shim}]
| “-14*[{containerd}]

$

$ docker exec -it kata-fc sh

/ #

/ # uname -r

5.4.32

ready running?

If you’ve been
around in the IT
world for a few
years, you’re prob-
ably familiar with
user-mode Linux
(UML) [12]. The
necessary adjust-
ments have been
part of the kernel
for years, but initial

that can be roughly divided into two
classes. First are the processes that
run on the host system, such as Kata
Shim and the Kata hypervisor. In
older versions, a proxy was added.
Second are processes that run inside
Kata Containers, starting with the
operating system within the hypervi-
sor and extending to the Kata agent
and the application. In extreme cases,
the user is thus confronted with more
than a handful of components that
need to be kept up to date and secure.
However, the typical application does
not provide for more than three parts.
The processes and development cy-
cles for the host operating system and
the application are independent of
Kata Containers. The remaining com-
ponents can be managed as a com-
plete construct. In other words, popu-
lar Linux distributions come with
software directories that support easy
installation, updating, and removal of
components, including the hypervi-
sor, the guest core, the entire guest
operating system, Kata Shim, and the
Kata agent. By the way, containers
can easily be operated Kata-style par-
allel to conventional containers.

Double Kernel Without
Virtualization

As already mentioned, the hypervi-
sor approach just described has two
isolation layers - the guest operating
system or its kernel and the virtual-
ization itself. The question arises as
to whether this could be simplified.
How about using only one additional
kernel as a buffer zone? Good idea,
but how do you start a Linux kernel
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research shows that
this project is pretty much in a niche
of its own - not a good starting posi-
tion to enrich the container world.
A second consideration might take
you to the kexec() system call. Its typ-
ical field of application is collecting
data that has led to a failure of the
primary Linux kernel and has very
little to do with executing containers,
which run several times, at the same
time, and for far longer.
Whether UML or kexec() - without
extensive additional work - these
projects cannot be used for increased
container security.

gVisor

Google has implemented in the gVi-
sor [13] project a watered-down vari-
ant of starting a second kernel. Two
major challenges arise in establish-
ing an additional operating system
kernel as a buffer zone The first is
running one or even multiple addi-
tional kernels. The second relates to
transparent integration into the exist-
ing world of tools and methods for
container management.

The gVisor project, written in the
fairly modern Go programming lan-
guage, provides a pretty pragmatic
solution for these tasks. The software
only pretends to be a genuine Linux
kernel. The result is a normal execut-
able file that maps all the necessary
functions of the operating system
kernel; the challenge of how to load,
or of multiple execution, is therefore
off the table.

Imitating a Linux kernel is certainly
difficult, but not impossible. To mini-
mize the additional attack surface,

the range of functions can be reduced
accordingly - “only” containers have
to run. The gVisor kernel comprises
two components (Figure 4): Sentry
mimics the Linux substructure and
intercepts the corresponding system
calls, and Gofer controls access to the
host system’s volumes.

Attentive readers might wonder what
exactly in this strategy might not
work, and things did get off to a bit
of a bumpy start. Fans of the Postgres
database had some worries because
of a lack of support for the sync_file_
range() system call [14]. By now, this
is ancient history. Even inexperienced
programmers can get an overview

of the supported system calls in the
gvisor/pkg/sentry/syscalls/linux/
1inuxé4.go file, but you do not have
to go into so much detail: The devel-
oper website supplies a compatibility
list [15].

Gofer acts as a kind of proxy and
interacts with the other gVisor com-
ponent, Sentry. If you want to know
more about it, you have to take a look
at a fairly ancient protocol - 9P [16] -
that has its origins in the late 1980s in
the legendary Bell Labs.

Shoulder Surfing gVisor

If you compare Kata Containers

and gVisor, the latter looks simpler.
Instead of multiple software compo-
nents, you only need to manage a

Applications

{
GentryX=Gerer
v

Host Kernel

Figure 4: The schematic structure of gVisor.
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single executable file. The area of at-
tack from additional components on
the overall system is also smaller. On
the downside, compatibility requires
additional overhead. Without any
personal effort, users are dependent
on the work and commitment of the
gVisor developers.

Secure Containers with
gVisor

The first steps with gVisor are easy:
You only have to download and install
a single binary file. One typical pitfall
(besides unsupported system calls) is
allowing for the version of the gVisor
kernel, version 4.4.0 by default. In the
world of open source software, how-
ever, this is often little more than a
string - as it is here (Listing 2).

The version number is stored in the
gvisor/pkg/sentry/syscalls/linux/
1inuxé4. go file. Creating a customized
binary file is easy thanks to (traditional)

Container Security with a DMZ

container technology. Listing 2 also
shows how gVisor can be installed and
operated in parallel with other runtime
environments. You only need to specify
the path to the binary file and any nec-
essary arguments.

Minimalists

Finally, a third approach adopts the
ideas of the first two and pushes
minimalism to the extreme. Again, a
kind of microhypervisor takes over
the service, in addition to a super-
minimalistic operating system kernel,
which is an old acquaintance from
the family of unikernels.

Unikernels have very different imple-
mentations. For example, OSv [17]
still maintains a certain Linux com-
patibility, although parallels to the
gVisor kernel presented here can be
seen. At the other end of the reus-
ability spectrum is MirageOS, the
godfather of Nabla containers [18]:

Here you build the application and
kernel completely from scratch,
and both are completely matched

Listing 2: gVisor Kernel Buffer Zone

$ cat /etc/docker/daemon. json
{
"runtimes": {
"oci": {
"path": "/usr/sbin/runc"
}l
"runsc”: {
“path": "/usr/local/bin/runsc",
"runtimefrgs": [
"--platform=ptrace",
"--strace"
]
3
3
3

$ uname -r

5.8.16-380.fc33.x86_64

$ docker run -ti --runtime runsc busybox sh
/ #

/ # uname -r

4.4.0

N

If you work with high-performance clusters, or if you're ready to expand your

skill set with how-to articles, news, and technical reports on HPC technology.

[
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to each other. As a result, you only
have one executable file. In other
words, the application is the kernel
and vice versa. One layer below this
is the microhypervisor, which spe-
cializes in the execution of uniker-
nels. It has little in common with its
colleagues Firecracker, Nova [19], or
Bareflank [20].

One implementation of this approach
is Nabla containers. The roots of the
project lie in the IBM research labo-
ratories. Solo5 is used as the micro-
hypervisor. Originally it was only
intended as an extension of MirageOS
for KVM [21]. Today, it is a frame-
work for executing various unikernel
implementations. Despite the prox-
imity to MirageOS, Nabla containers
have developed a certain preference
for rump kernels [22].

The schematic structure is shown in
Figure 5. The name “Nabla” derives
from its structure. At the top is the
micro-hypervisor with the unikernel,
the basis of which is the application.
The size of the components reflects
their importance on the business

end, and the order corresponds to the
structure of the technology stack. The
result is an upside-down triangle that
is very similar to the nabla symbol
from vector analysis.

A few advantages of Nabla contain-
ers are obvious: As with the Kata
approach, the operating system core
and virtualization present two isola-
tion layers that are greatly minimized

. FEATURES Container Security with a DMZ

and require significantly less in terms
of resources than the combination

of Clear Linux and Qemu Lite. Ad-
ditionally, almost all system calls are
prohibited in Nabla containers. The
software uses the kernel’s secure com-
puting mode (seccomp) functions [23].
Ultimately, the following system calls
are available:

M read()

M urite()

B exit_group()

B clock_gettime()
B ppoll()

B puriteé4()

B preadé()

On the downside, unlike Kata Con-
tainers or gVisor, existing container
images cannot be used directly with
the Nabla approach, revealing a clear
lack of compatibility. Tests conducted
by the editorial team showed that the
migration overhead is huge, even for
small applications.

Where to Next?

The container community takes

the issue of security very seriously.

In principle, there are two parallel
streams: One deals with improving
the container software, and the other,
as discussed in this article, deals with
methods for establishing additional
outside lines of defense. The idea of
using a DMZ from the network sector
is experiencing a renaissance. An ad-
ditional operating system kernel - and
sometimes even a

C Application >

g

virtualization layer -
acts as a buffer zone
between the applica-
tion and the host.
Basic compatibility

Unikernel

(Rumprun, MirageOSs, ...)

with the known
management tools
for containers is

g

Solo5

g

Host Kernel

a given; they can
even be operated
completely in paral-
lel (see also List-
ing 2). However,
the reusability of
existing applications
and container im-

Figure 5: The schematic structure of Nabla containers.
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ages differs widely.
Kata Containers put

fewer obstacles in the user’s way,

At the other end of the spectrum are
Nabla containers. Either way, the
idea of the buffer zone is as simple

as it is brilliant. Thanks to the differ-
ent implementations, there should be
something to suit everyone’s taste. m
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MinlO: Amazon S3 competition

Premium Storage

MinlO promises no less than a local object store with a world-class S3
interface and features that even the original [acks. sy MartinLoschwitz

The Amazon Simple Storage Service
(S3) protocol has had astonishing de-
velopment in recent years. Originally,
Amazon regarded the tool merely as
a means to store arbitrary files online
with a standardized protocol, but
today, S3 plays an important role in
the Amazon tool world as a central
service. Little wonder that many
look-alikes have cropped up. Ceph,
the free object store, for example, has
offered a free alternative for years

by way of the Ceph Object Gateway,
which can handle both the OpenStack
Swift protocol and Amazon S3.
MinlO is now following suit: It prom-
ises a local S3 instance that is largely
compatible with the Amazon S3 im-
plementation. MinIO even claims to
offer functions that are not found in
the original. The provider, MinlIO Inc.
[11, is not sparing when it comes to
eloquent statements, such as “world-
leading,” or even “industry stan-
dard.” Moreover, it’s completely open
source, which is reason enough to
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investigate the product. How does it
work under the hood? What functions
does it offer? How does it position it-
self compared with similar solutions?
What does Amazon have to say?

How MinlO Works

MinlO is available under the free
Apache license. You can download
the product directly from the ven-
dor’s GitHub directory [2]. MinlO is
written entirely in Go, which keeps
the number of dependencies to be re-
solved to a minimum.

MinlIO Inc. itself also offers several
other options to help admins install
MinlO on their systems [3]. The
ready-to-use Docker container, for
example, is particularly practical for
getting started in very little time.
However, if you want to do without
containers, you will also find an
installation script on the provider’s
website that downloads and launches
the required programs.

What looks simple and clear-cut from
the outside comprises several layers
under the hood. You can’t see them
because MinlO comes as a single big
Go binary, but it makes sense to dig
down into the individual layers.

Three Layers

Internally, MinlO is defined as an ar-
bitrary number of nodes with MinIO
services that are divided into three
layers. The lowest layer is the storage
layer. Even an object store needs ac-
cess to physical disk space. Of course,
MinlO needs block storage devices
for its data, and it is the admin’s job
to provide them. Like other solutions
(e.g., Ceph), MinlO takes care of its
redundancy setup itself (Figure 1).
The object store is based on the storage
layer. MinIO views every file uploaded
to the store as a binary object. Incom-
ing binary objects, either from the client
side or from other mini-instances of the
same cluster, first end up in a cache. In
the cache, a decision is made as to what
happens to the objects. MinlO passes
them on to the storage layer in either
compressed or encrypted form.

WWW.ADMIN-MAGAZINE.COM
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Figure 1: The MinlO architecture is distributed and implicitly redundant. It also supports

encryption at rest. ©Minl0 [4]
Implicit Redundancy

Redundancy at the object store level
is a good thing these days in a distrib-
uted solution like MinlIO; hard drives
are by far the most fragile compo-
nents in IT. SSDs are hardly better:
Contrary to popular opinion, they
break down more often than hard
drives, but at least they do it more
predictably.

To manage dying block storage de-
vices, MinIO implements internal rep-
lication between instances of a MinIO
installation. The object layers speak
their own protocol via a RESTful API.
Notably, MinlO uses erasure coding
instead of the classic one-to-one rep-
lication used by Ceph. This coding
has advantages and disadvantages:
The disk space required for replicas
of an object in one-to-one replica-
tion are dictated by the object size. If
you operate a cluster with a total of
three replicas, each object exists three
times, and the net capacity of the
system is reduced by two thirds. This
principle of operation has basically
remained the same since RAID1, even
with only one copy of the data.
Erasure coding works differently: It
distributes parity data of individual
block devices across all other block
devices. The devices do not contain
the complete binary objects, but the
objects can be calculated from the
parity data at any time, reducing the
amount of storage space required in
the system. For every 100TB of user
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data, almost 40TB of parity data is
required, whereas 300TB of disk
space would be needed for classic
full replication.

On the other side of the coin, when
resynchronization becomes necessary
(i.e., if single block storage devices
or whole nodes fail), considerable
computational effort is needed to
restore the objects from the parity
data. Whereas objects are only copied
back and forth during resyncing in
the classic full replication, the indi-
vidual mini-nodes need a while to
catch up with erasure coding. If you
use MinlO, make sure you use cor-
respondingly powerful CPUs for the
environment.

Eradicating Bit Rot

MinIO comes with a built-in data in-
tegrity checking mechanism. While
the cluster is in use, the software
checks the integrity of all stored
objects transparently and in the
background for both users and ad-
ministrators. If the software detects
that an object stored somewhere -
for whatever reason - is no longer
in its original state, it starts to re-
synchronize from another source
in the cluster where the object is
undamaged.

Cross-Site Replication

The software also uses its capabilities
to replicate data to another location.

Whereas object stores like Ceph do
not support complete mirroring for
various reasons, MinlO officially
supports this use case with the cor-
responding functions built-in; exter-
nal additional components are not
required.

With the MinlO client, which I dis-
cuss later in detail, admins instead
simply define the source and target
and issue the instructions for repli-
cation. The replication target does
not even have to be another mini-
instance. Basically, any storage de-
vice that can be connected to MinIO
can be considered - including of-
ficial Amazon S3 or devices that
speak the S3 protocol, such as some
network-attached storage (NAS) ap-
pliances.

Encryption Included

The role of encryption is becoming in-
creasingly important against the back-
ground of data protection and the
increasing desire for data sovereignty.
In the past, the ability to enable
transport encryption was considered
sufficient, but today, the demand for
encryption of stored data (encryption
at rest) is becoming stronger. MinIO
has heard admins calling for this
function and provides a module for
dynamic encryption as part of the ob-
ject layer. On state-of-the-art CPUs, it
uses hardware encryption modules to
avoid potential performance problems
caused by computationally intensive
encryption.

Archive Storage

Various regulations today require, for
example, government agencies to use
write once, read many (WORM) de-
vices, which means that data records
can no longer be modified once they
have been sent to the archive. MinIO
can act as WORM storage. If so de-
sired, all functions that enable write
operations can be deactivated in the
MinlO API.

However, don’t wax overly euphoric
at this point - many authorities also
require that systems be certified and
approved for the task by law. The
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MinIO website show no evidence that

MinlO has any such certification. In
many countries, this solution would
be ruled out for policy reasons in the
worst case.

$3 Only

MinlIO makes redundant storage with
built-in encryption, anti-bit-rot func-
tions, and the ability to replicate to
three locations easy to implement. S3
is the client protocol used - a major
difference compared with other solu-

tions, especially industry leader Ceph.

Just as OpenStack Swift is designed
for Swift only, MinlO is designed to
operate as an S3-compatible object
store only.

MinlIO therefore lacks the versatility
of Ceph: It cannot simply be used as
a storage backend for virtual instance
hard drives. Also, the features that
Ceph implements as part of CephFS
in terms of a POSIX-compatible file-
system are not part of the MinIO
strategy, but if you’re looking for S3-
compatible storage only, MinlO is a
good choice.

If you additionally need backend
storage for virtual instances such

as virtual machines or Kubernetes

. TOOLS Minl0

instances, you will need to operate a
second storage solution in addition to
MinlO, such as a NAS or storage area
network system. Although not very
helpful from an administrative point
of view, the S3 feature implemented
in MinlO is significantly larger than
that of the Ceph Object Gateway. Spe-
cialization is definitely a good thing
in this respect.

Jack of All Trades

At this point, the MinIO client needs
a good look. It can do far more than
a simple S3 client, because it is far
more than a simple client. If you
specify an S3 rather than a MinIO
instance as the target, its features can
also be leveraged by the MinlO client.
The client can do far more by emulat-
ing a kind of POSIX filesystem at the
command line - but one that is re-
motely located in S3-compatible stor-
age. The tool, mc, is already known in
the open source world and offers vari-
ous additional commands, such as 1s
and cp. By setting up cp as an alias
for mc cp or Is as alias for mc 1s, you
don’t even need to type more than
the standard commands, which will
then always act on the S3 store. Addi-

tionally, mc provides auto-completion
for various commands.

What is really important from the
user’s point of view, however, is

that this command can be used to
change the metadata of objects in
the S3 store. If you want to replicate
a bucket from one S3 instance to an-
other, you need the mirror command.
To use this, you first set up several
S3-based storage backends in mc, and
then stipulate that individual buckets
must be kept in sync between the
two locations. Replication between
two MinlO instances is also quickly
set up with mc replicate. If you want
a temporary share of a file in S3 to-
gether with a temporary link, you
can achieve this with the mc share
command, which supports various
parameters.

Simple Management

Another detail distinguishes MinIO
from other solutions like the Ceph
Object Gateway: The tool has a graph-
ical user interface (GUI) as a client for
the stored files. The program, MinlO
Browser (Figure 2) prompts for the
usual S3 user credentials when called.
The user’s buckets then appear in the

l? MinlO Browser

bike-sharing
Y climb-data
Y default-adminadmin-ejasx
Yy default-adminadmin-xflhq
y mobs-streetview
parkings-data
y  prestodb
test
) testl

& traffic-config

@ minio.platform.smartcommunitylab.it

Name

bike-sharing

Used: 44.30 GB

lavis/

mezzocorona/

mezzolombardo/

pergine_valsugana/

rovereto/

sanmichelealladige/

trento/

Size Last Modified

Figure 2: The MinlO Browser acts as a graphical interface for accessing content stored in Minl0. ©Minl0
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overview. Various operations can be
initiated in the GUI, but it is not as
versatile as the command-line (CLI)
client. Most admins will probably
give priority to the CLI version, espe-
cially because it, unlike the GUI, is
suitable for scripting.

Interfaces to Other
Solutions

One central concern of the MinIO
developers is apparently to keep their
solution compatible with third-party
services, which, in practice, is very
helpful because it means you do not
have to take care of central services
yourself (e.g., user management).
Instead, you could combine a MinIO
installation with an external identity
provider such as WSO2 or Keycloak.
This principle runs throughout the
software. MinlO itself comes with a
key management service (KMS), for
instance, which takes care of manag-
ing cryptographic keys. This part of
the software is part of the encryption
mechanism that secures stored data
and implements true encryption at
rest. However, if you are already us-
ing an instance of HashiCorp Vault,
you also can link MinlO to it through
the configuration, which avoids un-
controlled growth of solutions for
specific applications.

Monitoring is another example:
MinlIO offers a native interface for
the Prometheus monitoring, alerting,
and trending solution; the developers
also provide corresponding queries
for Grafana. MinlO can be combined
with various orchestrators, different
load balancers (e.g., Nginx and HAP-
roxy), or frameworks such as Istio.
MinlO makes sure these connections
also work in the opposite direction.
Anyone who uses typical applica-
tions from the Big Data environment
(e.g., Kafka, Hadoop, TensorFlow)
can query data directly from MinIO
and store data there. Moreover, MinlO
provides a powerful backend storage
solution for most manufacturers of
backend systems. Because the devel-
opers have supported the S3 protocol
for years, MinlO is sufficiently com-
patible. If you use MinlO, you can
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therefore look forward to a versatile
S3 store that communicates well with
other components.

Commercial License

The described range of functions
makes it clear that MinIO means
hard work. Although MinIO Inc. re-
leased MinlIO under the terms of the
AGPLv3, it also offers an alternative
licensing option that differs in some
key aspects from the terms of the AG-
PLv3; however, the vendor remains
vague about the exact benefits of the
commercial license.

Some companies, they say, did not
want to deal with the detailed obliga-
tions that AGPLv3 imposes on licens-
ees. As an example, the manufacturer
cites companies on its compliance
website that want to distribute MinIO
as part of their own solution. One
example of this would be providers
of storage appliances who use MinlO
as part of their firmware. If such a
provider uses MinIO under the terms
of the AGPLv3, they must pass on
the source code of the MinlO version
used, including any modifications,

to the customers and grant them the
same rights as those granted to the
vendor itself by the AGPLv3. If the
vendor instead enters into a commer-
cial license agreement with MinlO,
the obligation to hand over the source
code is waived.

SUBNET Makes It Possible

The far more common use case for
the commercial license is probably
customers who need commercial sup-
port directly from the manufacturer.
The subscription program, known as
SUBNET, distinguishes between two
levels. As part of a standard subscrip-
tion, customers automatically receive
long-term support for a version of
MinlIO for a period of one year. A
service-level agreement (SLA) guaran-
tees priority assistance for problems
in less than 24 hours. To this end,
customers have round-the-clock ac-
cess to the manufacturer’s support.
For updates, MinlO Inc. is avail-
able with help and advice. A panic

button feature provides emergency
assistance by the provider’s con-
sultants, but only once a year. The
subscription also includes an annual
review of the store architecture and
a performance review. This package
costs $10 per month per terabyte.
However, charges are only levied up
to a total capacity of 10PB; every-
thing beyond this limit is virtually
free of charge.

If this license is not sufficient, you
can use the Enterprise license, which
includes all the features of the Stan-
dard license, but costs $20 per month
per terabyte up to a limit of 5PB. In
return, customers receive five years
of long-term support, an SLA with a
response time of less than one hour,
unlimited panic button deployment,
and additional security reviews. In
this model, the manufacturer also
offers to reimburse customers for
some damage that could occur to the
stored data.

The costing for both models refers to
the actual amount of storage in use,
so if you have a 200PB cluster at your
data center, but you are only using
100TB, you only pay for 100TB. Ad-
ditional expenditures for redundancy
are also not subject to charge. If you
use the erasure coding feature for im-
plicit redundancy, you will only pay
the amount for 100TB of user data,
even though the data in the cluster
occupies around 140TB.

This license is not exactly cheap. For
500TB of capacity used, the monthly
bill would be $10,000, which is not

a small amount for software-defined
storage.

The Elephant in the Room

MinlO impresses with its feature set
and proves to be robust and reliable
in tests. Because the program uses the
Amazon S3 protocol, it is usable for
many clients on the market, as well
as by a variety of tools with S3 inte-
gration. Therefore, a critical, although
brief look at the S3 protocol itself
makes sense.

All of the many different S3 clones
on the market, such as the previ-
ously mentioned Ceph Object Gate-
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way, with an S3 interface have one
central feature in common: They
use a protocol that was not intended
by Amazon for use post-implemen-
tation. Amazon S3 is not an open
protocol and is not available under
an open source license. The compo-
nents underlying Amazon’s S3 ser-
vice are not available in open source
form either.

All S3 implementations on the mar-
ket today are the result of reverse
engineering. The starting point is
usually Amazon’s S3 SDK, which de-
velopers can use to draw conclusions
about which functions a store must
be able to handle when calling cer-
tain commands and what feedback it
can provide. Even Oracle now oper-
ates an S3 clone in its own in-house
cloud, the legal status of which is
still unclear.

For the users of programs like
MinlO and for their manufacturers,
this uncertain status results in at
least a theoretical risk. Up to now
Amazon has watched the goings-on
and has not taken action against S3
clones. Quite possibly the company
will stick to this strategy. However,
it cannot be completely ruled out
that Amazon will tighten the S3
reins somewhat in the future. The
group could justify such an action,
for example, by saying that inferior
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S3 implementations on the market
are damaging the core brand, which
in turn could have negative conse-
quences for companies that use S3
clones locally.

If Amazon were to prohibit MinIO,
for example, from selling the software
and providing services for it by court
order, users of the software would

be out in the rain overnight. MinIO
would then continue to run, but it
would hardly make sense to operate
it and would therefore pose an imma-
nent operating risk.

Unclear Situation

How great the actual danger is that
this scenario will occur cannot be
realistically quantified at the moment.
For admins, then, genuine security
that a functioning protocol is avail-
able in the long term can only be
achieved with the use of open source
approaches.

A prime example would be Open-
Stack Swift, which in addition to
the component, is also the name
of the protocol itself. However, the
number of solutions on the market
that implement OpenStack Swift is
tiny: Besides the original, only the
Ceph Object Gateway with Swift
support is available. Real choice
looks different.

Conclusions

MinlO is a powerful solution for a lo-
cal object store with an S3-compatible
interface. In terms of features, the so-
lution is cutting edge: Constant con-
sistency checks in the background,
encryption of stored data at rest, and
erasure coding for more efficient use
of disk space are functions you would
expect from a state-of-the-art storage
solution. Because the product is avail-
able free of charge under an open
source license, it can also be tested
and used as part of proof-of-concept
installations. If you want commercial
support, you can get the appropriate
license - but do expect to pay quite a
serious amount of money for it. [ |

Info

[11 MinlO Inc.: [https://minio.io]

[2] GitHub: [https://github.com/minio/minio]

[3] Downloads:
[https://min.io/download#t/linux]

[4] MinlO architecture:
[https://docs.minio.io/docs/
distributed-minio-quickstart-guide.html]
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Identity and access management with OpenlAM™~

Authorization
Center

Identity and access management plays a central role in modern IT infrastructures, with its local resources,
numerous applications, and cloud services. We investigate how OpenlAM implements centralized user

management. sy Thorsten Scherf

Managing user identities decen-
trally and manually directly within
applications is not only error-prone,
it also takes up valuable time and
involves administrative overhead.
Storing users and their access au-
thorizations for certain systems and
applications in a central location
makes sense, especially in hybrid
environments, where applications
exist both on-premises and in vari-
ous clouds.

Identity and access management
(TAM) tools typically provide a num-
ber of functions to facilitate this
work. Not only does the software
provide user lifecycle and access
management, it needs to offer other
features, such as a self-service portal
for resetting user passwords or for
additional authorization requests.

A single sign-on based on modern
protocols such as OpenID Connect or
Security Assertion Markup Language
2.0 (SAML2) should also be part of
the standard scope. Flexible auditing
is necessary to implement compliance
requirements for a centralized system
of this type, and SAML2 will certainly

ADMIN 61

become interesting for increasing
numbers of businesses in the light of
data protection regulations (e.g., the
European Union’s General Data Pro-
tection Regulation, GDPR).

Although the vast majority of IAM
products support these requirements,
they present no uniform implemen-
tation approach in practical terms.
OpenlAM [1] is a fully integrated plat-
form that manages user identities and
access rights, supporting all require-
ments companies need in a modern
IAM tool.

Microservice-Based
Architecture

OpenlAM essentially comprises two
components: Identity Governance and
the Access Manager. To fulfill its task,
the software relies completely on a
service-oriented architecture (SOA)
and uses an enterprise service bus
(ESB) for communication between
the individual services. To map these
two core components of the software,
the tool provides more than 20 differ-
ent services in the service layer that

communicate with the help of the
ESB. Figure 1 shows the schematic
structure of the individual layers and
their components.

Users usually access OpenlAM from
a graphical interface. The user in-
terface allows access to both the
self-service portal and administrative
tools. For access to enterprise ap-
plications, OpenlAM also acts as an
identity provider (IdP). As usual, the
interface can be adapted to reflect a
corporate identity.

A Tomcat server provides the individ-
ual services in the service layer. The
infrastructure components comprise
RabbitMQ for the message bus, Redis
as an in-memory cache, and Elastic-
search for all search queries.

Any relational database can run on
the backend. OpenIAM offers schema
files for MySQL, MariaDB, Microsoft
SQL Server, PostgreSQL, and Oracle
databases. Notably, the software pro-
vides a REST API in addition to the
graphical user interface, which allows
developers to extend the software ac-
cording to their own requirements or
to link it with external tools.
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User Provisioning with
Connectors

In a typical IAM use case, as soon

as a new employee joins a company,
they are given access to all the sys-
tems they need for their daily work.
Likewise, when an employee leaves
the company, access to these systems
must be revoked.

OpenlAM solves this task by provi-
sioning or deprovisioning user ac-
counts on the respective systems. The
software assumes a single authorita-
tive source in the company that holds
all employee data - usually a human
resources (HR) system, but in the
simplest case it can also be a CSV file,
which is very well suited in testing
scenarios for becoming familiar with
the system.

With the help of connectors, Ope-
nIAM accesses and imports the data
into the OpenlAM identity repository.
This process takes place during the
initial setup of the software until a
consistent state exists between the
source system from which the data
comes and the OpenlAM repository.
During operation, constant synchro-
nization between these systems takes
place. If, for example, the department
in which an employee works changes
on the HR system, it is also reflected
in OpenlAM. The systems can be
synchronized either by regular poll-
ing of the source system or triggered
by events.

In event-based synchronization, the
source system relies on OpenlAM’s

OpenlAM TOOLS .

provisioning API to initiate a quasi
real-time sync. The software evalu-
ates the data from the identity re-
pository and decides, on the basis of
pre-defined rules, to which systems
a user should have access and which
rights they should be given on those
systems. Rules can be created ac-
cording to any attributes of a user
object. For example, users with the
devel role could be given access to
all development systems within the
company or a department, whereas
access to HR systems would be de-
nied to these users.

Rules Assign Attributes

With the help of rules, you also can
map attributes between OpenIAM
and a target system. For example, if
a user from the HR system has been
synchronized and has an employee_ID
attribute, you will probably want

to assign this attribute to the Light-
weight Directory Access Protocol
(LDAP) employeeNumber attribute when
synchronizing with Active Directory
or some other directory. Within the
software, you create a suitable rule
for this purpose, which is then stored
as a Groovy script in OpenlAM. You
can modify the script at any time with
the GUI editor.

When data evaluation is complete,
the accounts are provisioned to the
target systems. For this purpose, the
connectors I mentioned before are
again used. To this end, OpenlAM of-
fers a whole range of predefined con-

5

[ IdP ” Self-service ”Weboanso‘le] OpenlAM UI

Elasticsearch

i Shared Services Identity Services
REBDAMG [ {Opentam —£58) I {idm) ] OpenlAM
+
palssincel A services
components

—_— Groovy Script
| Reconciliation I | M ]

=
RDBMS

Figure 1: OpenlAM provides its services in different layers.
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nectors that enable access to LDAP,
Microsoft Office 365, Active Directory,
Exchange, Google Suite, SAP enter-
prise resource planning software,
Oracle RDBMS and eBusiness Suite
(EBS), Workday, ServiceNow, and
Linux systems. You will find a com-
plete list online [2]. If required, you
can, of course, adapt these connectors
or add new ones.

In OpenlAM, rules define which
accounts should be provisioned to
which target systems. The system
appropriately calls these target sys-
tems “managed systems.” Again, if

a change is made to an account in
the OpenlAM repository, it is also re-
flected in the managed systems.

At this point, note that OpenlAM
naturally lets you configure pass-
word policies. If a user’s password
changes within the application - ei-
ther through the self-service portal or
by the actions of an administrator - it
must meet the complexity require-
ments defined in the policy.

Self-Service Portal

Users already provisioned can re-
quest access to additional systems or
extensions of their rights on existing
systems in the user interface. For
this purpose, OpenlAM provides a
service catalog from which users can
select the desired systems and au-
thorizations.

One interesting feature is the ability
to limit the access rights requested in
this way, which is particularly useful
if an employee only needs tempo-
rary access to certain services for a
project. The procedure also includes
an approval process. If the OK for
the request comes from one or more
approvers, the software in turn auto-
matically ensures that the user is pro-
visioned to the system and receives
the necessary rights. Figure 2 shows
the complete provisioning process.

Web Access Manager

In addition to Identity Governance,

Web Access Manager is the second in-
tegral component within the OpenIAM
framework. As the name suggests, this
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component authorizes users after they
have gained access to a system. As well
as access controls, it provides other
services and features, such as single
sign-on, multifactor authentication, and
session management and integrates
these into Access Management.

One central component of Web Access
Manager is single sign-on with feder-
ated user identities. In this case, Ope-
nIAM serves as an identity provider
and ensures that access to service
providers, such as Salesforce or Oracle,
takes place transparently for the user
through the use of state-of-the-art pro-
tocols like OpenID Connect or SAML2.
For this purpose, a position of trust be-
tween different security domains must
be established in the configuration.

In practical terms, a redirect to the
OpenlAM framework occurs when

one of these applications is accessed.

. TOOLS OpenlAM

For example, the user authenticates

against OpenlAM with OAuth 2.0 and,

if successful, is issued a JSON web

token (JWT) that then serves as an ID
token to log on to the service provider.
Users can also call an application from
a remote security domain directly from

the OpenlAM interface (Figure 3).
The authentication process is com-

pletely transparent to users, who can
also use the ID token to log on to other

systems. Another interesting feature
is that OpenlAM provides a reverse

proxy for applications that do not sup-

port the federation protocols used,

which means that legacy applications

can also benefit from single sign-on.

Testing OpenlAM

If you are interested in trying out
OpenlAM, you have two possibili-

ties: the Community and Enterprise
versions. The Community version is
available for free download on the
OpenIAM website [4]. The Enter-
prise Edition offers two subscrip-
tion models that provide access to
additional resources and support
beyond the software itself. The cur-
rent 4.2.0.1 version (at press time)
supports Red Hat Enterprise Linux 8
and CentOS 8, but earlier versions of
the RPM package before 4.1.6 only
run on Red Hat Enterprise Linux 7 or
CentOS 7.

It is somewhat unusual that the
RPM only packages the OpenlAM
sources as a tarball, which it then
simply unpacks under /usr/local/
OpenIAM/ when installing the pack-
age. But at least the package makes
sure that these files disappear when
you uninstall the software. As an
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alternative to installing the RPM
file, you can also obtain a container
image of the software and then run
it with a container runtime. Only
Docker is officially supported, but
the container image should work
with the Podman runtime without
any problems; I did not try this out
when writing this article.

Conclusions

OpenlAM is an extremely complex
and comprehensive piece of soft-
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My Applications My Info

My Applications

These are the applicstions that you sre entitled to:

O

Freshdesk SSO 0365550
demo-openiam- demo
com-cp

Access Management
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ware for the management of user
identities and access rights. The tool
supports all requirements that com-
panies have for a modern 1AM tool.
Thanks to SOA (Special Operations
Associates) security and the numer-
ous APIs that the software provides,
it is easy to adapt or extend it to
your own needs.

The integrated Groovy scripting
language lets you create scripts that
synchronize users from a source sys-
tem to any target system with flexible
mapping of user attributes. Together

in )

Self Service Center

O

Google SSO

-

Custom Application
‘AppY’

SalesForce SSO

Figure 3: With OpenID Connect or SAML2, users can access applications in remote security

domains with single sign-on.

with single sign-on support, OpenlAM
also acts as an identity provider and
combines this with sophisticated ac-
cess management. The feature scope
naturally requires a certain amount of
training; however, the effort will cer-
tainly pay off in later operation. After
all, OpenlAM helps you automate
almost all operations for identity and
access management. [

Info

[1]1 OpenlAM: [https://www.openiam.com]

[2] OpenlAM connectors: [https://
www.openiam.com/products/
identity-governance/connectors/]

[31 Provisioning: [https://www.openiam.com/
products/identity-governance/features/
provisioning/provisioning-2/1

[4] OpenlAM download: [https://www.openiam.
com/registration/]
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New features in PHP 8

Conversion Wor

After about two years of development, version 8 of the popular PHP scripting language was released on
November 26, 2020. It comes with a number of innovations and ditches some obsolete features. sy rim schirmann

One of the major innovations in PHP
is intended to give the scripting lan-
guage a boost, but it does require some
prior knowledge. As of version 5.5, the

$flasher = match ($lever) {
8 => "Harning_Flasher"
‘Up', ‘Doun’ => “On",
default => "0ff"

it

Listing 2: Happy Birthday?

81 // -==- previously --------
02 if ($user !== null) {
03  $a = $user->address;

05  if ($a !== null) {
06 $b = $user->getBirthday();

08 if ($b !==null) {

09 $bday = $b->asString();

10 }

1 3

12 3

13

14 // -===in PHP 8 --------

15 $bdate = $user?->address?->getBirthday()?->asString();
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code to be executed has been stored
in a cache provided by the OPcache
extension [1]. Thanks to this cache,
the interpreter does not have to re-
read the scripts for every request.
PHP 8 sees OPcache expanded to
include a just-in-time (JIT) compiler.
This converts parts of the PHP code
into native program code, which the
processor then executes directly and
far faster as a consequence. As a
further speed tweak, the generated
binary code is also cached. When the
PHP code is restarted, PHP 8 simply
accesses the precompiled binary code
from the cache.

As the first benchmarks by PHP de-
veloper Brent Roose show [2], scripts
with repetitive or extensive calcula-
tions obviously benefit from these
changes. When handling individual
short requests, the JIT compiler shows
its advantages to a far lesser extent.

Abbreviation

The syntax, which has changed
slightly in some places in PHP 8,

saves developers some typing. For
example, the scripting language
adds a more powerful and more
compact match function to supple-
ment switch. In Listing 1, $flasher
is only On if $1ever is set to Up or
Douwn. If none of the comparison
values before => are correct, the de-
fault value applies.

The call to $user->address->getBirth
day()->asString() in Listing 2 only
works if $address exists and get-
Birthday() returns a valid object. To
do this, developers previously had

to nest several if branches. The new
nullsafe operator ?-> checks the exis-
tence automatically and reduces the
test to one line (line 15).

Where a class needs to encapsulate
an address or other data, the devel-
oper usually first notes the appropri-
ate variables, which are then assigned
values by a constructor (Listing 3,
lines 2-12). In PHP 8, this can be
written in a concise way (Listing 3,
lines 15-21).

The constructor now collects all the
required information from which
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PHP 8 automatically derives the
complete class structure. Thanks to
the Constructor Property Promotion
syntax, programmers can create data
objects far faster and also refactor
them more quickly later.

Exceptional Phenomenon

Until now, PHP developers always
had to catch exceptions in a vari-
able, even if they didn’t want to do
anything else with the corresponding
object. From PHP 8 on, in such situ-
ations, you simply omit the variable
and just specify the type. If you want
to handle all errors in the catch block,
simply catch Throuable (Listing 4).
The get_class() function returns an
object’s class name. Developers using
PHP 8 or higher can access this class
with an appended ::class, as shown
in Listing 5.

Typical!

Functions expect their parameters in
a given order. Especially with a large
number of parameters, it is easy to
lose track. The following code, which
calculates the volume of a box, for ex-
ample, does not make it entirely clear
which value stands for the width:

$v = volume(l0, 3, 2);

In PHP 8, developers can explicitly
note the names of the corresponding
parameters to ensure clarity. When
using these named arguments, you
also choose the order of the pa-
rameters according to your needs.

PHP 8 TOOLS .

Optional parameters can also be
omitted, like $depth in the example
shown in Listing 6. By the way,
Listing 6 shows a further innova-
tion: After the last parameter, you
can use another comma, even if no
further parameters follow.

Flextime

When you compute with integers,
floating-point numbers are often gen-
erated. Wouldn’t it be useful if the
corresponding function could return
an int or a float value as needed. In
PHP 8, this is achieved with union
types. You simply combine several
possible data types with a pipe char-
acter (|). In the example shown in
Listing 7, area() returns either an int
or a float value.

Another new data type is mixed. It
stands for one of the data types ar-
ray, bool, callable, int, float, null,
object, resource, or string. The mixed
data type always occurs if the type
information is missing. For example,
you can use mixed to indicate that you
cannot or do not want to specify the
type of a variable at the correspond-
ing position.

The new WeakMap data structure works
much like an array but uses objects
as keys (Listing 8). Garbage Collec-
tion can also collect the used objects,
so if the program destroys $a at some
point further downstream (e.g., inten-
tionally with unset($a);), PHP would
automatically remove the correspond-
ing $cache[$a] entry.

In Figure 1, var_dump() outputs Heak-
Map once; an address object acts as
the key here. Then unset()

[l dd@ubuntu: ~ Q =

:~$ php weakmap.php
object(Weakmap)#1 (1) {
[0]=>
array(2) {
[key"]=>
object(Adress)#2 (2) {
["name"]=>
string(14) "John Doe"
["birthday"]=>
string(18) "@3.11.2020"

["value"]=>
int(123)
}

¥
object(WeakMap)#1 (0) {

e |

destroys this object, which
automatically removes the
entry from WeakMap. This is
proven by the second out-
put of var_dump() (shown
in the last two lines of
Figure 1). One of WeakMap‘s
main areas of application
is customized caching.

More Functional

Figure 1: The entry in WeakMap disappears along with

the object.
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Whether or not the Hello
Horld string contains the

word World is determined by the
strpos() function. In PHP 8, there is
an alternative to this: str_contains()

Listing 3: Encapsulating Data

81 // ---- previously --------
02 class Rddress
83 {

84 public string $name;
85  public DateTimeImmutable $birthday;

87 public function __construct(string $n,
DateTimeImnutable $g)
88 |
09 $this->name = $n;
$this->$birthday = $g;
3
3

8

1

2

3

S ==== i PP @) ===
5 class Address
6 {

7 public function __construct(

8 public string $name,

9 public DateTimeImmutable $birthday,
2 )3

Listing 4: Throwable

try {
[oooll

1 catch (Throuable) {
Log::error("Error!");

3

Listing 5: Class Name

$a = new Address();
var_dump($a::class);

Listing 6: Named Parameters

function volume(int $uidth, int $height, int $depth = 1)
{ return $width * $height * $depth; }
$v = volume(height: 3, width: 18,);

Listing 7: Data Types with Pipe

class Rect {
public int|float $x, $y, $u, $h;

public function area(): int|float {
return $this->u * $this->h;
3
3

Listing 8: WeakMap

$cache = neu WeakMap;
$a = newy Address;
$cache[$a] = 123;
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(Listing 9). The siblings str_starts_
with() and str_ends_with(), which
search for the word at the beginning
and at the end of the string, respec-
tively, are new. The fdiv() function
divides a floating-point number by
zero without grumbling and returns
INF, -INF, or NAN.

The get_debug_type() function de-
termines the data type of a variable.
In contrast to the already existing
gettype(), the new function also
identifies strings, arrays, and closed

Listing 9: str_contains()

if (str_contains('Hello World', 'World')) { [...]3

Listing 10: Attributes

#[DatabaseTable("User")]
class User

{
#[DatabaseColumn]

public $name;

public function setBirthday(#[Examplefttribute] $bday) { 3
}

Listing 11: Reading Attributes

01 $reflectionClass = new \ReflectionClass(User::class);
02 $attributes = $reflectionClass->getAttributes();

03 var_dump($attributes[e]->getName());

04 var_dump($attributes[8]->getArquments());

class Foo {
public function create():
return new static();
1
3

trait Coordinates {
abstract public function area(): int;

3

static {

class Rectangle {
use Coordinates;

public function area(): int { [...] 3
3
class Circle {
use Coordinates;
public function area(): string { [...] 2}

3
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resources, and it reveals the classes
of objects. As the function name sug-
gests, it is mainly intended to make
writing debug messages easier. Each
resource, such as an open database
connection, is assigned an internal
identification number. Develop-

ers now can also address them in

a type-agnostic way using get_re-
source_id().

The well-known token_get_al1()
function returns the matching PHP
tokens for PHP source code [3]. You
can have either a string or an array,
which is anything but handy. This
has led to PHP 8 introducing the
PhpToken class. Its getA11() method
returns an array of PhpToken objects,
which in turn encapsulate the indi-
vidual tokens. This token_get_all()
replacement is easier to use, but at
the price of using more memory.

Attributes

Many other languages offer anno-
tations to let programmers attach
metadata to classes. In this way, the
developers can make a note of, say,
the database table in which the class
stores its data. PHP 8 now has an op-
tion for this in the form of attributes.
The actual information is located be-
tween #[ ... ] directly in front of the
class, as shown in Listing 10.

As the example demonstrates, attri-
butes can be attached to classes, but
also to variables, constants, meth-
ods, functions, and parameters. The
information’s structure and content
is determined by the developer or a
framework that evaluates the attri-
butes. In Listing 10, the class is as-
signed an attribute of DatabaseTable.
If necessary, you can pass in param-
eters in the brackets. The example

Attributes can be read using the Re-
flection API. The example shown in
Listing 11 uses the new getAttrib-
utes() method to get all the attributes
for the User class in the form of an
array with all attributes. Each one
encapsulates an object of the type
Reflectionfttributes. Among other
things, this new class has a getName()
method that reveals the name of the
attribute.

The getName() method is used in

line 3 of Listing 11, which simply
outputs the name of the attribute

via var_dump() - in the DatabaseTable
example. Similarly, getArguments() in
line 4 returns the corresponding pa-
rameters as an array (Figure 2).

Small Matters

Sorting functions in PHP have not
been stable thus far, leaving the
order of identical elements in the
sorted results to chance. In PHP 8,
all sorting routines adopt identical
elements in the order that existed in
the original array.

The PHP developers have also in-
troduced a new Stringable interface
that automatically implements a
class if it offers the __toString()
function. The string|Stringable
union type then accepts both strings
and objects with the _ toString()
method. This in turn is intended to
improve type safety.

Since the JSON data format is now
the format of choice in many web
applications, PHP 8 can no lon-

ger be compiled without the JSON
extension. Developers can more
easily convert DateTime and Date
TimeImmutable into each other using
DateTime::createFromInterface() and
DateTimeImmutable::createFromInter

reveals that the database

table is named User. -’-“—
The PHP developers have
been working on the syntax
for attributes for quite some
time. There was some talk

[e]=>

CL = Q

dd@ubuntu:~$ php attributes.php
string(13) "DatabaseTable"
array(1) {

string(4) "User"

dd@ubuntu:~5 I

of using <<ExampleAttrib-
ute>> and @@ExampleAttrib-
utes as tags, and you will
find references to this in
numerous posts on PHP 8.

Figure 2: For the #[ DatabaseTable("User™)]
attribute, the Reflection API correctly returns
DatabaseTable as the name and User as the
parameter. All parameters are bundled into an array.
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Q = o Namespaces
dd@ubuntu:~$ php traits.php may no longer
Fatal error: Declaration of Circle::area(): string must be compatible 3
with Coordinates::area(): in in fhome/fdd/traits.php on line 17 contain spaces

in their names,
but from now

Figure 3: Here, PHP 8 has detected that the Circle class
implements the area() function incorrectly.

face(). static can also be used as the
return type (Listing 12).

Traits

Developers can use traits to smuggle
functions into classes without pay-
ing attention to the inheritance
hierarchy [4]. Listing 13 shows an
example of this: A trait can also
define abstract functions, which the
individual classes must implement
in turn. PHP 8 is the first version

to check function signatures. The
implementation of the Circle class
thus throws an error due to the
wrong string (Figure 3).

Elsewhere PHP is more agnostic: Un-
til now, the interpreter applied some
inheritance rules to private methods,
even if they were not visible in the
derived class. In PHP 8 this no longer
happens, which means that the code
shown in Listing 14 now runs with-
out an error message.

Changes

PHP 8 irons out some inconsistencies
and breaks backwards compatibility.
For example,

8 == "foo"
is now considered false. PHP 8 only
evaluates the . operator for concat-
enating strings after an addition or

subtraction. Code such as

echo "Length: " . $y - $x;

is now interpreted by PHP 8 as

echo "Length: " . ($y - $x);
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on reserved
keywords are
also allowed as
parts of a namespace identifier.
Within the Reflection API, the signa-
tures of some methods have changed.
For example, instead of Reflection
Class::neuInstance($args);, PHP 8 uses
the ReflectionClass::newInstance(...
$args); method. However, if you want
the PHP code to run under PHP 7 and
8, the PHP team recommends using the
notation shown in Listing 15.

Stricter Reporting
Requirements

If you call existing scripts in PHP 8,
you can expect numerous error mes-
sages. Besides some incompatible
changes, the main reason for these
errors is stricter handling. From
now on, the error report level E_ALL
will be used by default. Addition-
ally, the @ operator can be used to
suppress fatal errors. Developers
must also be prepared for SQL errors
when connecting to databases via
the PDO interface: Error handling
now uses exception mode by default
(PDO::ERRMODE_EXCEPTION).

Arithmetic and bitwise operators
throw a TypeError if one of the oper-
ands is an array, a resource, or not
an overloaded object. One exception
occurs if you merge two arrays using
array + array. Division by zero throws
a DivisionByZeroError in PHP 8.
Finally, PHP 8 removes some func-
tions and language constructs already
tagged as deprecated in version 7.x.
The PHP developers meticulously list
all incompatible changes in a long
document online [5]. If you need

to maintain existing PHP code, you
will definitely want to check out this
document.

Conclusions

PHP 8 includes many useful new fea-
tures that make the developer’s life
easier and provide for more compact
code. In particular, the new match,
Constructor Property Promotion,

and attributes should quickly find
many friends. In addition, PHP 8
cautiously throws out some outdated
behaviors and constructs. Existing
PHP applications, however, will most
likely need to be adapted as a result.
Whether the JIT compiler really
delivers the hoped-for performance
boost or only gives PHP code a boost
in special cases remains to be seen
in practice. ]

Info

[1]1 OPcache: [https://www.php.net/manual/
en/book.opcache.php]

[2]1 “PHP 8: JIT performance in real-life web
applications": [https://stitcher.io/blog/
jit-in-real-life-web-applications]

[3] token_get_all: [https://www.php.net/
manual/function.token-get-all.php]

[4] Traits: [https://www.php.net/manual/
language.oopb.traits.php]

[51 Upgrading to PHP 8.0: [https://github.com/
php/php-src/blob/master/UPGRADING]
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Listing 14: Inheritance Theory

class Foo {
final private function calc() { [...]}

3

class Bar extends Foo {
private function cale() { [...] }

3
Listing 15: Reflection Class Notation

ReflectionClass::neuInstance($arg = null, ...$args);
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Endlessh and tc tarpits slow down attackers

Keep an attacker's connections open in an Endlessh “tarpit” or delay incoming connections with the more
traditional rate-limiting approach of tc. sy chris sinnie

A number of methods can stop at-
tackers from exhausting your server
resources, such as filtering inbound
traffic with a variety of security appli-
ances locally or by utilizing commer-
cial, online traffic-scrubbing services
to catch upstream traffic for mitigat-
ing denial-of-service attacks. Equally,
honeypots can be used to draw at-
tackers in, so you get a flavor of the
attacks that your production servers
might be subjected to in the future.
In this article, I look at a relatively un-
usual technique for slowing attackers
down. First, Endlessh, a natty piece of
open source software, can consume
an attacker’s resources by keeping
their connections open (so that they
have less ability themselves to attack
your online services), leaving them in
a “tarpit.” Second, to achieve similar
results a more traditional rate-limiting
approach, courtesy of advanced Linux
networking and traffic control (tc), is
investigated with the kernel’s built-in

Listing 1: Endlessh Dockerfile

FROM alpine:3.9 as builder

RUN apk add --no-cache build-base
ADD endlessh.c Makefile /

RUN make

FROM alpine:3.9

COPY --from=builder /endlessh /
EXPOSE 2222/tcp

ENTRYPOINT ["/endlessh"]

cMD ["-v"]

30 ADMIN 61

Netfilter packet filter controlled by its
iptables frontend.

As surely as night follows day, auto-
mated attacks will target the default
Secure Shell port (TCP port 22), so [
will use SSH as the guinea pig test case
with the knowledge that I can move the
real SSH service to an alternative port
without noticeable disruption.

Sticky Connections

If you visit the GitHub page for End-
lessh [1], you are greeted with a brief
description of its purpose: “Endlessh
is an SSH tarpit that very slowly
sends an endless, random SSH ban-
ner. It keeps SSH clients locked up for
hours or even days at a time.”

The documentation goes on to explain
that if you choose a non-standard port
for your SSH server and leave End-
lessh running on TCP port 22, it’s pos-
sible to tie attackers in knots, reducing
their ability to do actual harm. One
relatively important caveat, though, is
that if you commit too much capacity
to what is known as tarpitting (i.e.,
bogging something down), it is possi-
ble to cause a denial of service unwit-
tingly to your own services. Therefore,
you should never blindly deploy secu-
rity tools like these in production envi-
ronments without massive amounts of
testing first.

The particular tarpit I build here

on my Ubuntu 20.04 (Focal Fossa,

with the exceptionally aesthetically
pleasing Linux Mint 20 Ulyana sit-
ting atop) will catch the connection
when the SSH banner is displayed
before SSH keys are exchanged. By
keeping things simple, you don’t have
to worry about the complexities in-
volved in solving encryption issues.
In true DevOps fashion, I fire up End-
lessh with a Docker container:

$ git clone 2
https://github.com/skeeto/endlessh

If you look at the Dockerfile within
the repository, you can see an image
that uses Alpine Linux as its base
(Listing 1).

Assuming Docker is installed cor-
rectly (following the installation pro-
cess for Ubuntu 20.04 in my case, or
as directed otherwise [2]), you can
build a container with the command:

$ cd endlessh/

$ docker build -t endlessh .

[...]

Successfully built 6fc5221548db
Successfully tagged endlessh:latest

Next, check that the container
image exists with docker images
(Listing 2). Now you can spawn

a container. If you are au fait with
Dockerfiles, you will have spotted
that TCP port 2222 will be exposed,
as shown in the output:
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$ docker run -it endlessh
2020-11-689T15:38:03.585Z Port 2222
2020-11-89T15:38:03.586Z Delay 10000
2020-11-89T15:38:03.586Z MaxLineLength 32
2020-11-89T15:38:03.586Z MaxClients 4096
2020-11-89T15:38:03.586Z 2

BindFamily IPv4 Mapped IPvé

The command you really want to use,
however, will expose that container
port on the underlying host, too:

$ docker run -d --name endlessh 2
-p 2222:2222 endlessh

You can, of course, adjust the first
2222 entry and replace it with 22, the
standard TCP port. Use the docker ps
command to make sure that the con-
tainer started as hoped.

In another terminal, you can check to
see whether the port is open as hoped
by the Docker container (Listing 3).
Next, having proven that you have a
working Endlessh instance, you can
put it through its paces.

A simple test is to use the unerring,
ultra-reliable netcat to see what is
coming back from port 2222 on the
local machine:

$ nc -v Tocalhost 2222

Connection to localhost 2222 port 2
[tep/*] succeeded!

ve"B6mérKE" S40rSE21

&Noq1>p&Dur1vJh84s

bHz1Y

mTj-(!EP_Ta|B]CJu;s'1*:n7/PryF

LA%jF#vxZnN3Ai

Each line of output takes 10 seconds
to appear after the succeeded line

and is clearly designed to confuse
whoever is connecting to the port
into thinking something is about to
respond with useful, sane commands.
Simple but clever.

If you need more information to de-
ploy Endlessh yourself, use the docker
run command with the -h option at the
end to see the help output (Listing 4).
As the help output demonstrates, it is
very easy to alter ports (from a con-
tainer perspective), but you should
edit the docker run command as dis-
cussed above. Endlessh allows you to
specify how much gobbledygook is
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displayed with the -1 (length) option.
To prevent an unexpected, self-in-
duced denial of service on your own
servers, you can hard-code the maxi-
mum number of client connections
permitted so that your network stack
doesn’t start to creak at the seams.
Finally, it is possible to expose only
the desired connection port on IPv4,
IPv6, or both and, with the -d setting,
alter the length of the gobbledygook
display delays (which by default is
currently set at 10,000ms or 10s).

Colonel Control

If you don’t want to use a prebuilt
solution like Endlessh for creating

a tarpit, you can achieve similar re-
sults with tools available to Linux

by default, or more accurately, with
the correct kernel modules installed.
As mentioned, this approach is more
rate-limiting than tarpitting but ul-
timately much more powerful and
well worth discovering. Much of the
following was inspired by a blog post
from 2017 [3]. An introduction that
quotes Wikipedia notes that a tarpit
“is a service on a computer system
(usually a server) that
purposely delays incom-

The docs state that the iptables tar-
get, “Captures and holds incoming
TCP connections using no local per-
connection resources.” Note that this
reassuring opening sentence appar-
ently improves the Endlessh chance of
unwittingly causing a local denial-of-
service attack. The manual goes on to
say, “Attempts to close the connection
are ignored, forcing the remote side to
time out the connection in 12-24 min-
utes.” That sounds pretty slick. A care-
ful reading of the manual reveals more
tips. To open a “sticky” port to torment
attackers, you can use the command:

$ iptables -A INPUT -p tcp -m tcp 2
--dport 22 -j TARPIT

Noted in the documentation is that
you can prevent the connection track-
ing (conntrack) functionality in ipta-
bles from tracking such connections
with the NOTRACK target. Should
you not do this, the kernel will un-
necessarily use up resources for those
connections that are stuck in a tarpit,
which is clearly unwelcome behavior.
To get started with the advanced
Linux networking approach, accord-

Listing 2: docker images

ing connections” [4]. $ docker images

Having looked at that REPOSITORY TAG IMAGE ID CRERTED SIZE
post, followed by a little endlessh  latest 6fc5221548db 58 seconds ago 5.67MB
more reading, I real- <none> <none> 80dc7d447a48 About a minute ago  167MB
ized that I'd obviously alpine 3.9 78a2ce922f86 5 months ago 5.55MB
missed the fact that

iptables (the kernel’s Listing 3: Checking for Open Port

network firewall, cour- $ lsof -i :2222

tesy of the Netfilter proj- COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

ect’s component [51) docker-pr 13336 root 4u IPv4 91904 8te TCP *:2222 (LISTEN)

has included by design
a tarpit feature of its
very own. A look at the
online manual [6] (or
the output of the man

iptables command) has -4
some useful informa- -6
tion to help you get -d INT
started. The premise to -f
using the TARPIT target B
module in iptables, as gLl
you’d expect from such - INT
a sophisticated piece :C H
of software, looks well -y

considered and refined.

Bind to IPv4 only

Bind to IPvé only

Message millisecond delay [16000]

Set and Toad config file [/etc/endlessh/config]
Print this help message and exit

Maximum banner line length (3-255) [32]

Maximum number of clients [4096]

Listening port [2222]

Print diagnostics to standard output (repeatable)
Print version information and exit

Listing 4: Endlessh Help Output

$ docker run endlessh -h

Usage: endlessh [-vh] [-46] [-d MS] [-f CONFIG] [-1 LEN] [-m LIMIT] [-p PORT]
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$ tc

Usage: tc [ OPTIONS ] OBJECT { COMMAND | help }

tc [-force] -batch filename

uhere OBJECT := { qdisc | class | filter | chain | action | monitor | exec }
OPTIONS := { -V[ersion] | -s[tatistics] | -d[etails] | -r[aw] | -o[neline] | -j[son] | -p[retty]
| -c[olor] -b[atch] [filename] | -n[etns] name | -N[umeric] | -nm | -nam[es] | { -cf

| -conf } path }

ing to the aforementioned blog post,
you need to make sure your kernel
supplies the tc traffic control utility
(stripped down kernels might not
have it enabled). Thankfully, on my
Linux Mint version it is. To deter-
mine whether your system has the
tool, enter the tc command (List-
ing 5). In Listing 6, you can see
that no rules currently are loaded in
iptables.

On my laptop, an SSH server isn’t in-
stalled automatically so I have to add
it to the system:

$ apt install openssh-server

The following NEW packages uill be 2
installed
ncurses-term openssh-server 2
openssh-sftp-server ssh-import-id

Listing 6: iptables -nvL

$ iptables -nvL

Chain INPUT (policy ACCEPT @ packets, 8 bytes)

pkts bytes target prot opt in out source

Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source

Chain OUTPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source

After some testing, you can uninstall
those exact packages to keep your sys-
tem trim. The commands in Listing 7
start up the SSH daemon (sshd) and tell
you that it is listening on port 22. IPv6
and IPv4 connections are open on the
default port, so you can continue.

At this stage, if you are testing on a

server, make sure that you have al-

tered your main SSH port and restarted
your SSH daemon, or potentially you
will be locked out of your server. The
steps you aim to achieve are:

1. With iptables, mark packets to all
traffic hitting the SSH port, TCP
port 22, with MARK as an option.

2. Use tc to set up the hierarchy traf-
fic bucket (HTB) qdisc, to catch
traffic to be filtered.

3. Create an HTB rule that will be used
for normal traffic (allowing the use

of loads of bandwidth),

calling it 1:0.

4. Create a second HTB
rule that will only be
allowed a tiny amount
of traffic and call it 1:5.

5. Use tc to create a filter
and get it to match the
MARK option set in
step 1; then, watch it
get allocated to the 1:5
traffic flows.

destination

destination

destination

Listing 7: Starting sshd

$ systemct] start sshd
$ lsof -i :22

COMMAND PID USER  FD
sshd 5122 root  3u
sshd 5122 root  4u

TYPE DEVICE SIZE/OFF NODE NAME
IPv4 62113
IPvé 62115

0te TCP *:ssh (LISTEN)
0te TCP *:ssh (LISTEN)

6. Check the output of
both the HTB traffic
class rules to look for
overlimits.

Now it’s time to put

those steps in action.

Listing 8: Checking the Mangle Table

To begin, add an iptables

$ iptables -t mangle -nvL
Chain OUTPUT (policy ACCEPT 15946 packets, 7814K bytes)

pkts bytes target prot opt in out source destination
192 35671  MARK wep = © G 0.0.0.9/0 0.0.0.0/8 tep spt:22 MARK set @xa
31 4173 MARK tep -- % L 0.0.0.9/0 0.0.0.0/8 tep dpt:22 MARK set @xa
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rule with a “mangle” table that helps
you manipulate connections to your
heart’s content. For step 1, you may
need to adjust the -A options to -I if
you have rules in place, MARK your
connections to the SSH port (with two
rules - one as the source port and one
as the destination - because you’ll test
to see whether it works by using con-
nections from another local machine):

$ iptables -A OUTPUT -t mangle 2
-p tcp --sport 22 -j MARK 2
--set-mark 18

$ iptables -A OUTPUT -t mangle 2
-p tcp --dport 22 -j MARK 2
--set-mark 18

As you can see, one source port
and one destination port have been
configured to mark the packets with
the label 10. Now, check that traffic
is hitting the rules, or chains, cre-
ated by checking the mangle table
(Listing 8).

For step 2, run a new tc command
to add the HTB qdisc (or the sched-
uler) to your network interface.
First, however, you need to know
the name of your machine’s net-
work interfaces with ip a. In my
case, I can ignore the lo localhost
interface, and I can see the wireless
interface named wlipls0, as seen in a
line of the output:

ulplse: 2
<BROADCAST,MULTICAST,UP,LONER_UP> 2
mtu 1560 state UP group default qlen 1008

From now on, I can simply alter the
wlp1s0 entry for the network interface.
Now, add the HTB qdisc scheduler to
the network interface as your parent
rule (which is confusingly referenced
as 1:, an abbreviated form of 1:0):

$ tc qdisc add dev wlplse root 2
handle 1: htb

As per step 3, you need to create a
rule for all your network interface
traffic, with the exception of your
tarpit or throttled traffic, by dutifully
naming this classifier 1:0 (I prefer to
think of such rules as a “traffic class”
for simplicity):

WWW.ADMIN-MAGAZINE.COM



$ tc class add dev ulpls@ 2
parent 1: classid 1:0 htb rate 86@@Mbit

For step 4, instead of adding loads
of traffic allowance add just 10bps
of available throughput and call the
entry 1:5 for later reference:

$ tc class add dev ulpls® 2
parent 1: classid 1:5 htb 2
rate 8ebit prio 1

The filter for step 5 picks up all
marked packets courtesy of the ipta-
bles rules in step 1 and matches the
1:5 traffic class entry in HTB:

$ tc filter add dev wlpls@ parent 1: 2
prio 1 protocol ip handle 18 fu flowid 5

Note the flowid 5 to match the 1:5
traffic class and the ip handle 18 to
match the iptables rules.

For step 6, you can see your qdisc
in action:

$ watch -nl tc -s -g class shouw dev wlplse

Figure 1 shows the hierarchical
explanation of the two child clas-
sifiers, which are sitting under the
parent qdisc.

For more granular information on
qdisc, traffic class, or filter level, you
can use the commands:

$ tc qdisc show dev ulplse
$ tc class show dev ulplse
$ tc filter shouw dev ulplse

Next, you should look for your local
network interface’s IP address (make
sure you replace my network inter-
face name with your own):

$ ip a | grep ulplse | grep inet
inet 192.168.0.16/24 brd 192.168.0.255 2
scope global dynamic noprefixroute ulplse

Timeout in a Tarpit TOOLS .

Now log in to another machine on
your local network with SSH access
(or open up SSH access for a remote
machine) and run the command,

$ ssh 192.168.8.16

replacing your IP address for mine.
After watching a very slow login
prompt, you can generate some arbi-
trary noise in the terminal (use any
command that you like), such as the
following, which on my machine will
push screeds of data up the screen:

$ find / -name chrisbinnie

If all goes well, you should see the
output move very, very slowly in-
deed, and if you’re serving an appli-
cation over another port (I'm not on
my laptop), other services should be
absolutely fine, running as usual at
the normal speed.

The proof in the pudding - that your
second class is matching traffic to

the filter that references the iptables
rules - is seen in Figure 1 for the 1.5
class. If you run a few commands on
your other machine that is SSH’d into
your throttled SSH server, you should
see the overlimits increase steadily. In
Figure 1, that is showing 36 packets.
If you need to triple-check that it is
working as hoped, you can remove
the running tc configuration:

$ tc qdisc del dev wlpls@ root

SSH should magically return to being
nice and responsive again.

Although you are not strictly tarpit-
ting connections, you are limiting
them significantly. The exceptional tc
will only allow that tiny upper limit
of bandwidth to all SSH connections
on TCP port 22, so rest assured that
with multiple attackers vying for such

Every 2.8s: tc -s -g class show dev wlpls@

+---(1:) htb rate BGbit ceil 8Gbit burst Ob cburst 0b
| Sent @ bytes @ pkt (dropped O, overlimits @ requeues 0)

backlog Ob Op requeues 0

|
|
+---(1:5) htb prio 1 rate 80bit ceil 80bit burst 1600b cburst 1600b

Sent 54695 byt

5 pkt (dropped 0, overlimits 36 requeues 0)

backlog Bb Op requeues 0

Figure 1: One large and one small traffic class, in terms of throughput.
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a small amount of traffic, it’s not go-
ing to be an enjoyable experience.

The End Is Nigh

If you’re keen to learn more about the
genuinely outstanding tc and its col-
lection of various qdiscs, which you
should, you can find a lot more infor-
mation online to alter your network
traffic in almost any way you imag-
ine. The manual page for Ubuntu [7]
is a good start.

For further reading on tarpits, refer
to the Server Fault forum [8], which
discusses the good and bad elements
of tarpits in detail and offers some
useful insights into how the ordering
of your iptable chains, or rules, can
be set up to be the most efficient.
Also, pay attention to the comments
about accidentally filling up logs and
causing a different type of denial of
service that you might not have been
expecting.

As mentioned before, be certain you
know what you are switching on when
it comes to tarpit functionality, which-
ever route you take. On occasion, hon-
eypots and tarpits can be an invaluable
addition to your security setup, but
without some forethought, it is quite
possible to tie your shoelaces across
your shoes and trip yourself up, irritate
your users, and cause a whole heap of
extra work for yourself. [

Info

[1]1 Endlessh:
[https://github.com/skeeto/endlessh]

[2] Install Docker engine on Ubuntu: [https://
docs.docker.com/engine/install/ubuntu]

[3] “Super Simple SSH Tarpit" by Gabriel Ny-
man, November 20, 2017:
[https://nyman.re/super-simple-ssh-tarpit]

[4] Tarpit: [https://en.wikipedia.org/wiki/
Tarpit_(networking)]

[51 Netfilter: [https://www.netfilter.org]

[6] iptables:
[https://linux.die.net/man/8/iptables]

[7]1 Ubuntu tc man page:
[http://manpages.ubuntu.com/manpages/
cosmic/man8/tc.8.htm]

[81 Server Fault: [https://serverfault.com/
questions/611063/does-tarpit-have-any-
known-vulnerabilities-or-downsides]
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Apache Kafka

Apache Kafka reads and writes events virtually in real time, and you can extend it to take on a wide range of

roles in today's world of big data a

Event streaming is a modern concept
that aims at continuously process-
ing large volumes of data. The open
source Apache Kafka [1] has estab-
lished itself as a leader in the field.
Kafka was originally developed by
the career platform LinkedIn to pro-
cess massive volumes of data in real
time. Today, Kafka is used by more
than 80 percent of the Fortune 100
companies, according to the project’s
own information.

Apache Kafka captures, processes,
stores, and integrates data on a large
scale. The software supports numer-
ous applications, including distrib-
uted logging, stream processing, data
integration, and pub/sub messaging.
Kafka continuously processes the data
almost in real time, without first writ-
ing to a database.

Kafka can connect to virtually any
other data source in traditional enter-
prise information systems, modern
databases, or the cloud. Together with
the connectors available for Kafka
Connect, Kafka forms an efficient
integration point without hiding the
logic or routing within the centralized
infrastructure.

Many organizations use Kafka to
monitor operating data. Kafka collects
statistics from distributed applications
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to create centralized feeds with real-
time metrics. Kafka also serves as a
central source of truth for bundling
data generated by various compo-
nents of a distributed system. Kafka
fields, stores, and processes data
streams of any size (both real-time
streams and from other interfaces,
such as files or databases). As a re-
sult, companies entrust Kafka with
technical tasks such as transforming,
filtering, and aggregating data, and
they also use it for critical business
applications, such as payment trans-
actions.

Kafka also works well as a modern-
ized version of the traditional mes-
sage broker, efficiently decoupling a
process that generates events from
one or more other processes that re-
ceive events.

What is Event Streaming

In the parlance of the event-streaming
community, an event is any type of ac-
tion, incident, or change that a piece
of software or an application identifies
or records. This value could be a pay-
ment, a mouse click on a website, or a
temperature point recorded by a sen-
sor, along with a description of what
happened in each case.

An event connects a notification (a
temporal element on the basis of
which the system can trigger another
action) with a state. In most cases
the message is quite small - usually
a few bytes or kilobytes. It is usually
in a structured format, such as JSON,
or is included in an object serialized
with Apache Avro or Protocol Buffers
(protobuf).

Architecture and Concepts

Figure 1 shows a sensor analysis
use case in the Internet of Things
(IoT) environment with Kafka. This
scenario provides a good overview
of the individual Kafka components
and their interaction with other
technologies.

Kafka’s architecture is based on the
abstract idea of a distributed commit
log. By dividing the log into parti-
tions, Kafka is able to scale systems.
Kafka models events as key-value
pairs.

Internally these keys and values
consist only of byte sequences. How-
ever, in your preferred programming
language they can often be repre-
sented as structured objects in that
language’s type system. Conversion
between language types and internal
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Figure 1: Kafka evaluates the measuring points of the loT sensors. A Kafka producer feeds them into the platform, and a Kafka consumer
receives them for monitoring. At the same time, they are transferred to a Spark-based analysis platform by Kafka Connect. © Confluent

bytes is known as (de-)serialization
in Kafka-speak. As mentioned earlier,
serialized formats are mostly JSON,
JSON Schema, Avro, or protobuf.
What exactly do the keys and values
represent? Values typically represent
an application domain object or some
form of raw message input in serial-
ized form - such as the output of a
Sensor.

Although complex domain objects
can be used as keys, they usually
consist of primitive types like strings
or integers. The key part of a Kafka
event does not necessarily uniquely
identify an event, as would the pri-
mary key of a row in a relational
database. Instead, it is used to deter-
mine an identifiable variable in the
system (e.g., a user, a job, or a spe-
cific connected device).

Although it might not sound that sig-
nificant at first, keys determine how
Kafka deals with things like parallel-
ization and data localization, as you
will see.

Kafka Topics

Events tend to accumulate. That is
why the IT world needs a system to
organize them. Kafka’s most basic
organizational unit is the “topic,”
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which roughly corresponds to a table
in a relational database. For develop-
ers working with Kafka, the topic

is the abstraction they think about
most. You create topics to store dif-
ferent types of events. Topics can also
comprise filtered and transformed
versions of existing topics.

A topic is a logical construct. Kafka
stores the events for a topic in a log.
These logs are easy to understand be-
cause they are simple data structures
with known semantics.

You should keep three things in
mind: (1) Kafka events always ap-
pend to the end of a logfile. When
the software writes a new message

to a log, it always ends up at the last
position. (2) You can only read events
by searching for an arbitrary position
(offset) in the log and then sequen-
tially browsing log entries. Kafka does
not allow queries like ANSI SQL,
which lets you search for a certain
value. (3) The events in the log prove
to be immutable - past events are
very difficult to undo.

The logs themselves are basically per-
petual. Traditional messaging systems
in companies use queues as well as
topics. These queues buffer messages
on their way from source to destina-
tion. However, they usually also de-

lete the messages after consumption.
The goal is not to keep the messages
longer, to be fed to the same or an-
other application later (Figure 2).
Because Kafka topics are available

as logfiles, the data they contain is
by nature not temporarily available,
as in traditional messaging systems,
but permanently available. You can
configure each topic so that the data
expires either after a certain age (re-
tention time) or as soon as the topic
reaches a certain size. The time span
can range from seconds to years to
indefinitely.

The logs underlying Kafka topics are
stored as files on a disk. When Kafka
writes an event to a topic, it is as
permanent as the data in a classical
relational database.

The simplicity of the log and the im-
mutability of the content it contains
are the key to Kafka’s success as a
critical component in modern data
infrastructures. A (real) decoupling of
the systems therefore works far bet-
ter than with traditional middleware
(Figure 3), which relies on the extract,
transform, load (ETL) mechanism or
an enterprise service bus (ESB) and
which is based either on web services
or message queues. Kafka simplifies
domain-driven design (DDD) but also
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allows communication with outdated
interfaces [2].

Kafka Partitions

If a topic had to live exclusively on
one machine, Kafka’s scalability
would be limited quite radically.
Therefore, the software (in contrast to
classical messaging systems) divides
a logical topic into partitions, which
it distributes to different machines
(Figure 4), allowing individual top-
ics to be scaled as desired in terms of
data throughput and read and write
access.

Partitioning takes the single topic and
splits it (without redundancy) into

several logs, each of which exists on
a separate node in the Kafka cluster.
This approach distributes the work
of storing messages, writing new
messages, and processing existing
messages across many nodes in the
cluster.

Once Kafka has partitioned a topic,
you need a way to decide which mes-
sages Kafka should write to which
partitions. If a message appears
without a key, Kafka usually distrib-
utes the subsequent messages in a
round-robin process to all partitions
of the topic. In this case, al